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Abstract 
The frequency of phishing attacks through spoofed websites and using opens source tools like 
ngrok, metasploit payloads etc. have become very high. This paper deals with methods and 
techniques to counter these issues. This paper mainly deals with countering website phishing 
attacks through data mining algorithms and feature detection. The J48 algorithm used in this 
project is based on decision tree. And is very effective in predicting the phishing website. 
This paper also deals with precision of different classifiers JRIP, J48 and Naive base. The 
feature detection is not only the process used but also detects through the manual entry of 
data sets which we have explained in the following sections. 
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INTRODUCTION 
A phishing attack is very common attack 
that both professional hacker as well as an 
Amature in the hacking domain can do. 
The attacker can steal sensitive 
information and change it or use it against 
the victim. 
 
Since many users doesn't have the 
understanding about phishing and its 
seriousness it is very easy to hack and 
trick users into getting hacked. The studies 
of McAfee showed that 28,00,000,000[3] 
malicious URLs present. Since Hosting a 
website has become very easy due to tools 
like Ngrok , these methods can be used to 
malicious intent and have made easy to 
perform a phishing attacks. 
Typically a Phishing attack involves 
spoofing of websites like Facebook, G 
mail etc. 
 
Sending this spoofed website to the 
victim. When Victim enters sensitive 
information like email id, passwords, 
phone numbers etc. They are sent back to 
attacker machine and the information is 
compromised. There is existence of many 
crime organizations that use phishing 
attacks as business, There are many 
reports of billions of dollars being stolen 
by phishing in USA, Russia And Europe. 
 
The following Figure shows the 
Illustration of phishing website.
 
 
Fig.1 General Phishing process 
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Our proposed system detects the 
fraudulent using data mining Algorithms 
namely Jrip and J48. The process starts by 
user entering URL or giving data set input. 
Then the features of the URL is extracted 
and input to the algorithm like jrip or j48. 
The algorithm gives the probability of the 
being phished or not. 
 
The following flowchart shows the 
procedure.
 
 
Fig. 2 Basic Working Of the system 
 
RELATED WORK 
There are many related studies in this 
domain. Some are: 
 
Content based Approach 
In this approach, they Compare the 
Similarity Between the original website 
and spoofed websites .This has 
Intermediate level accuracy and low false 
alarm.[2] 
 
Heuristic Approach 
This approach uses URL signature to 
compare and detect the spoofed websites. 
It uses stateless and statefull page 
evaluation and index of spoofed 
websites.[2] 
 
Blacklist Approach 
This method is most common. There are 
list of phishing websites which are being 
continuously being updated. This is used 
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to deny the access of such websites to the 
users. 
 
This has High Accuracy and low false 
alarm. But New Phishing websites that are 
being created can pass through this 
unidentified. 
 
PROPOSED MODEL 
Proposed system uses Data Mining 
algorithms combined with Feature 
Extraction Technique To determine the 
Fraudulent and phishing websites. It also 
calculates the precision of classifiers being 
used. 
 
The Features that are being extracted are 
as Follows: 
 
Presence of IP 
If there is an IP address present, there is a 
high level possibility it’s a phishing 
website. 
 
URL Length 
If URL length is lesser than 54, it means 
that it is safe. 
Otherwise it may be a phishing website. 
 
Presence of Tiny URL 
If there is a presence of Tinyurl there is a 
possibility of it being a phishing website. 
 
Having @ Symbol 
If there is a @ symbol it may be a 
phishing websites. 
 
Presence of redirect symbol 
If // is present, it means there is redirection 
so, there maybe it may redirect the user to 
the phishing website. 
 
Presence of HTTPS and HTTP 
 
If there is no https or http it is maybe a 
malicious website. 
Presence of https ensures high level of 
security. 
Domain Expiry Date 
If the domain expires within 1year, there 
is a possibility of it being a Phishing 
website. 
 
Age of Domain 
If the domain is less than six months old it 
is maybe a phishing website. 
 
Alexa Rank 
If the alexa ranking is Greater than 
1,00,000 or there is no rank given, then it 
maybe a phishing website 
 
Presence of ngrok. Keyword 
The Ngrok tool allows you to host a 
website for a session of 8 hours. This 
Increases the probability of it being a 
phished website by 2 fold. 
 
We are using J48 due to the presence of 
high number of data instances(11000). 
 
We can even use Jrip and Naive base 
Classifier algorithms that have been 
included in the project. But the nature of 
the data set showed J48 has the highest 
probability of detecting phishing website.
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Fig. 3. Feature extraction Process 
 
JriP Classifier 
It is a classification algorithm that 
implements a rule learner which after 
every iteration redefines the rule until 
description length is met. 
It involves a building stage and a 
optimization stage. 
 
This is more suited for small data sets. 
 
J48 classification Algorithm 
This algorithm is based on the decision 
tree pruning technique. 
If the instances belong to the same class 
then they are put under one leaf of the 
decision tree. 
 
The new information is calculated by the 
test data set for every attribute. Then the 
information gain is calculated based on the 
test on each attribute. 
The most probable attribute is selected 
based on the criteria and branched. 
 
This is more suited for large data sets and 
the time is optimized. 
 
Naive Bayes Algorithm 
This algorithm is used in constructing 
classifier models that assign class labels to 
problematic instances. Its highly Scalable 
and Research and development of this 
algorithm has been done since 
1960s.There are many sub categories in 
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Naive Bayes , like Gaussian , Multinomial 
to name a few. 
 
EXPIREMENTAL RESULTS 
In this study, we have used URL features 
to distinguish between a Genuine and a 
phishing websites. This is a java based 
project and we have made use of eclipse 
ide for developing and implementing it. 
The following figure shows the 
implementation of the project.
 
 
Fig 4. Front end 
 
 
Fig. 5 Prediction of genuine website 
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Fig 6. Prediction of phishing website 
 
Figure 4.1 shows the front end where the 
users can copy and paste the url and click 
on submit. 
 
Figure 4.2 shows the prediction of the 
proposed system. As we can see it has 
detected the genuinity of the website. 
 
Figure 4.3 shows the prediction of 
phishing website by the proposed system 
so that user might be conscious of giving 
away sensitive information. 
 
CONCLUSION AND FUTURE WORK 
Lack of Phishing website Knowledge Has 
become most vulnerable and threatening 
to people and companies, Since there is 
massive growth in IT sector and every 
Field is getting digitalised we should be 
more aware of these attacks and take 
proper precautionary measures. 
 
By using our proposed system we are 
overcoming the problem of phishing by 
just pasting the url before entering. 
 
It is very user friendly and has a high 
accuracy in detecting the websites. 
 
Since our proposed system is offline 
desktop application, it is easily available 
but the user must enter the URL each time 
to check. The future system can automate 
by automatically copying the url once the 
url appears through email or any form as 
in toolbar or social media forward etc. 
Also this is an Offline application so it can 
be made like a web advisor or a plugin on 
a browser. And they can also incorporate 
Machine learning to make it even more 
efficient. 
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